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Introduction

This document describes the Seer Data & Analytics (Seer Data) governance and privacy philosophies
and how these philosophies provide the framework for Seer Data’s privacy and governance
implementation in the Seer Data Platform.

Since its inception, Seer Data has evolved by working closely with our customers. This has afforded
Seer Data the unique position of developing a solution that directly meets our customers’ needs and
addresses the very real problems of using data to answer community questions.

The Seer Data Platform is an intermediatory system where data custodians have control over who they
share their data with. As an intermediatory, Seer Data enables individuals and organisations to realise
the value of Data Mesh design principles, wherein Domain Data Products can be shared within an
organisation or between organisations.

It is the philosophy of Seer Data to provide data custodians with transparency and administrative
control over their data. Though Seer Data employees administrate the platform from an operational
perspective, Seer Data employees do not administrate access to custodians’ data. Data access
administration tools are provided to data custodians as features within the Seer Data Platform.

Data sovereignty is an essential principle for a healthy and sustainable data ecosystem. By functioning
as an intermediatory, the Seer Data Platform enables agency and sovereignty for data custodians -
those that collect and own data.

By providing data sovereignty and control to custodians, the Seer Data Platform facilitates community
data ownership and sharing.

Seer Data has implemented Privacy-by-Design principles in the development of the Seer Data Platform
to assist our customers in protecting their own privacy, and the privacy of those individuals
represented in the data hosted by Seer Data. Seer Data provides a range of tools and options for
customising the flow of data into and out of the Seer Data Platform that are designed to enable
customers with many different privacy and governance requirements to have confidence that privacy is
protected when using Seer Data.

Seer Data & Analytics

Seer Data was founded to address the issue of data access and equity for people of all skillsets to use
data for decision making.

The Seer Data Platform was conceived in 2016 and has been developed with customers’ needs as the
key driver of the Platform’s functionality.

Seer Data is based on Gadigal Land in NSW Australia. We area data and analytics company with
customer trust as a key tenant of our business. With our customers' trust, Seer Data is able to work on
the problems that really matter to communities. This trust is why the Seer Data Platform is designed
and built on the foundation of Governance and Privacy.

Associated Document

e Seer Data Architecture & Security - provides an overview of the platform architecture and
security mechanisms.
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Seer Data Platform Overview

The Seer Data Platform enables individuals and organisations to realise the value of Data Mesh design
principles by providing an easy-to-use Self Service Data Platform. Data custodians host their data
(Domain Data Products) with Seer Data, allowing that data to be shared, discovered, queried, and
analysed by their designated data consumers within their organisation or partner organisations. Seer
Data aligns with the principles of Data Mesh design as follows:

Domain Ownership: Teams most knowledgeable about the content and context of their dataset

are responsible for their design and ongoing validation, reducing reliance on third parties and
centralised data teams.

Data as a product: Considering data as a product necessitates it being maintained in an up-to-

date and ready-to-query state and prompts custodians to consider the needs of consumers within their
domain team and other domain teams with respect to their data.

Self-service infrastructure: A dedicated self-service layer (the Seer Data Platform) where

custodians host and administrate access to their data, and where custodian-designated consumers
discover, query, analyse, and communicate their findings and actions.

Federated governance: Unification of the diverse world of data products in many different native

formats within a common simple interface enables interoperability between data from different
organisations. A common syntax for describing access controls and privacy protection measures
enables each custodian to apply and communicate their own governance requirements.

Self-serve data
ingestion
automation Self-managed
Data Space

created on Seer

)\
- .
Contributors from seer Self-service,

across data mesh Data & Analytics temp!ated private
data ingestion

Data sources Data sharing
held by multiple agreements
custodians

Key architecture benefits:
Data products +  Data mesh connectivity across multiple a Self-service

Insights, charts
data storytelling,
and reporting

8, .~ Impact tracking,
O‘@‘Q shared learning,
‘ decision-making

For more information about Data Mesh design principles, we find the following link helpful:

via API organisations / data custodians access and
connectors +  Multiple users and partners privacy controls
Self-service data capabilities

Seer as intermediary to facilitate data
Cross-custodian sharing as per agreements

Data sharing «  Community control and sovereignty
agreements

https://www.datamesh-architecture.com/#why
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Governance

Governance is the framework of rules, relationships, systems, and processes within which control is
exercised in an organisation. Different organisations have different governance structures and
requirements for the systems they use to implement their governance.

Applied to data systems, governance is concerned with defining the types of access that individuals
have to content or data, what they are allowed to do with that content or data and who is responsible
for administrating these permissions. The data systems should allow the organisation to implement
processes and enforce rules that reflect their governance framework.

The Seer Data Platform is designed with the flexibility to accommodate many different governance
frameworks and with simplicity to make it easy for organisations to design and communicate their
governance internally and to others. This is achieved in the Seer Data Platform by assembling simple
concepts with simple relationships that are described as follows:

Users

A User is an individual who can log in to the Seer Data Platform. Users are identified by their email
address and authenticated each time they log in with a one-time passcode which is sent to the user's
verified email address. Organisations that have Multi-Factor Authentication (MFA) enabled additionally

require users to enter their user password. Each User can have only one email address associated with
their account.

Seer Data Users can create Suitcases, discover, and query Datasets, and save Insights.

0 >

Query Dataset

- >
Request N
> Insight

Suitcase

{3
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Seer Data Users can also access the Seer Data Application Programming Interface (API) which is an
advanced means by which Users can interact with the Seer Data Platform.

The Seer Data API can be used to:
e Query a Dataset for numeric results,
e Make changes to content in Seer Data such as Suitcases and Insights.

The Seer Data APl is useful for:

e Integrating with third party analytics and visualisation tools such as Google Data Studio and
Microsoft Power B,

e Automating the creation of content for reporting.

Users are required to Authenticate through the Seer Data Platform before being able to access the
API, and only have rights to access Datasets and modify content using the API that they would have
through the Seer Data Platform web application.

Organisations

Owner
(required)

e;% e

Organisation Admins
(optional)

>

- O

Members
(optional)

An Organisation in Seer Data is one or more Seer Data Users organised as a group. Seer Data Users
can be members of more than one Organisation.

Each Organisation has one (and only one) User who is the Owner of the Organisation. The

Organisation Owner is responsible for administrating members and assets of the Organisation such as

Datasets. Organisations can also have Administrator Users designated by the Owner who can assist
the Owner in administrating the Organisation.
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Partnerships

Partnership

Organisation Organisation

Organisations can agree to partnership in the Seer Data Platform. Partnership between Organisations
allows the members of those Organisations to share Suitcases and allows the Organisation Owners
(Originating Organisation) to grant members of the partner Organisation access to the Originating
Organisation’s Datasets. If a partnership is ended, as part of the partnership revocation process, the
administrating party will revoke access from the partner Organisation to the Originating Organisation’s
suitcases and datasets.

Datasets

A Dataset is a collection of data in the Seer Data Platform. Each Dataset belongs to one (and only one)
Organisation, the Custodian Organisation.

Open Datasets are Datasets that are in the public domain, and that Seer Data makes available to all
Users for free. Private Datasets are Datasets that belong to Organisations who administrate access to
them.

Access in full or in part to a Private Dataset for discovery and querying is administrated by the Owner
of the Private Dataset. With any access to a Dataset, a User will be able to discover the Dataset in the
Seer Data Platform. That User will be able to query that Dataset subject to the conditions and
constraints set by the Owner of the Custodian Organisation.

Aggregate
]
- Table
-—
Dataset - —
> U=
. —
W o
Unit Record
Level Table

The Seer Data Platform supports both Aggregate and Unit Record Level (URL) Datasets. These types of
Datasets are stored and processed differently but Queried in the same way using the same interface
on the Seer Data Platform.

Aggregate data is information that is comprised of statistics summarising an underlying set of Unit
Records. The collection of Unit Records is Unit Record Level data.

For example, the values representing the number of people who live in a certain area or belong to
certain demographics is Aggregate Data, while the individual records describing each person and
their location and demographic information are Unit Records.
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Pivot Tables, Contingency Tables, and Cross Tabulations are all common formats for presenting
Aggregate data.

When Aggregate data is queried in Seer Data, the stored aggregate statistics are retrieved and
presented to the User as query results.

When URL data is queried, the URL data is analysed in real-time, and the analysis results are presented
to the user as query results.

Insights

An Insight is a kind of document, created in the Seer Data Platform and saved in a Suitcase. Insights
present data, queried from a Dataset, in the form of a Table and Chart(s), and can have accompanying
commentary, observations and storytelling.

Dataset
Table  Chart )
Suitcase

[ [
.

B 3

Query Insight

v

4

Insights can be created from Open Data or Private Data. Insights will update automatically when
updates to compatible underlying Datasets are made if “Auto Refreshing Insights” has been selected.

Suitcases

= Parent Suitcase
_ mimim
7

Child Suitcase

N
- é Insight

Insight

Insight

A Suitcase is a space within the Seer Data Platform for saving Insights and collaborating with other
Users. As well as Insights, Suitcases can contain other Suitcases. Where a Suitcase contains another
Suitcase, these are referred to as the parent and child Suitcases respectively. Suitcases can have more
than one child Suitcases, but only one parent Suitcase.
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Suitcase

Implies owner

Suitcase

I Kb

> = Suitcase

Each Suitcase belongs to one (and only one) User, the Owner of the Suitcase. The Suitcase Owner is
also the Owner of all content inside it, including Suitcases and Insights. The Suitcase Owner is
responsible for administrating access of other Users to the Suitcase. Granting another User or
Organisation access to your Suitcase is called “sharing” that Suitcase with them. A User that has been
granted access to another User’s Suitcase is referred to as a Collaborator in that Suitcase.

Owner
Suitcase (required)
a Collaborators
- (optional)
S
N >
1 -
Full Access Full Access
Insight Users Organisations
o_0 ec S ’0
[N > .
1 ... %
i Read Only Read Only
Insight Users Organisations

There are two levels of access that can be granted when a Suitcase is shared; Full Access and Read
Only access. If a Collaborator is granted Full Access, then the Collaborator will be able to view and edit
the content of that Suitcase, including Insights. If a Collaborator is granted Read Only access, then the
Collaborator will only be able to view the content of that Suitcase and not make edits.

A Suitcase containing Insights created from a Private Dataset can be shared with a Collaborator who
does not have access to that Private Dataset. If Full Access to this Suitcase is granted to the
Collaborator, that Collaborator will be able to edit the content of the Suitcase, including commentary,
observations, and storytelling within the Private Data Insight, but will not be able to edit the query
producing the Table and Chart(s).
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Suitcase

o minlm
access > - Suitcase
. Access .
- » > Suitcase
Collaborator

User

minlm
implies -[ »- Suitcase

access

If a Collaborator has access to a child Suitcase but not the parent Suitcase, then the parent suitcase will
not be visible or accessible to that Collaborator.

Owner Collaborator
. ﬁ Read Only .
ah S [
Full
o = Access
_mb
[

The Suitcase Owner can grant a Collaborator Read Only access to a parent Suitcase and Full Access to
its child Suitcase(s) but cannot grant Full Access to a parent Suitcase and Read Only access to its child
Suitcase(s). A Collaborator’s level of access can only increase with depth in the Suitcase tree.

The Suitcase Owner can also make the Suitcase available to non-Users by creating a Public Link for the
Suitcase. A Public Link is a web address such as https://seerplatform.com/suitcases/abc123 which is
unique to the Suitcase and can be copied and shared by email or linked to from other websites.
Individuals viewing the Suitcase via Public Link will have Read Only access to the content of the
Suitcase, including child Suitcases and Insights.

With any access to a Suitcase, a User can make a copy of that Suitcase which is referred to as
“duplicating” the Suitcase. The original Suitcase still belongs to the original Owner, while the duplicate
now belongs to the Collaborator.

With Full Access to a Suitcase, a User can make a copy of an Insight inside that Suitcase which is

referred to as “duplicating” the Insight. This creates a copy of the original Insight which can be saved
to another Suitcase.

A Collaborator can duplicate an Insight created from a Private Dataset that they do not have access to
and save the duplicate Insight to another Suitcase. In this case, the Collaborator will not be able to edit
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the query producing the Table and Chart(s) of the Insight, and the Insight will no longer automatically
update when updates are made to the Private Dataset.

Example sharing arrangement

The following diagram illustrates an example scenario involving three Organisations and
arrangements between them for interacting through Seer Data:

l',” ll"
Organisation A Organisation B Organisation C
Partnership

Mandatory organisation Mandatory organisation Mandatory organisation
owner + optional admins owner + optional admins owner + optional admins

Governance of all access below

Public link viewers
can't edit Insights or
access Dataset

User C can view Insights
without having access to
Dataset

User A is given Dataset access, User B is given Dataset User B shares User C would need to be
creates Insights and Suitcase access and creates Suitcase of Insights given Dataset access to
m and shares via public link Insights and Suitcase with User C edit Insights

Organisation A is partnered with Organisation B, allowing the Owner of Organisation A to grant access
to its Dataset to User B, a member of Organisation B.

User A, a member of Organisation A, is also granted access to Organisation A’s Dataset, creates a
Suitcase with Insights from this Dataset and shares via Public Link.

Organisation B is partnered with Organisation C, allowing User B to share Suitcases with User C, a
member of Organisation C. User B creates a Suitcase with Insights from Organisation A’s Dataset and
shares that Suitcase with User C. User C does not have access to Organisation A’'s Dataset and so can
only view Insights in that Suitcase as Read Only.
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Privacy

Seer Data has implemented Privacy-by-Design principles in the development of the Seer Data Platform
to assist our customers in protecting their own privacy and the privacy of those individuals represented
in their data hosted in the Seer Data Platform. Appropriate application of the concepts described
under the Governance section of this document can afford Seer Data Users protection of their privacy
regarding content that they create within the Seer Data Platform. This section will describe how the
privacy of individuals represented in data hosted in the Seer Data Platform can be protected.

Under Australian law, Personally Identifying Information (Pll) is defined under the Privacy Act 1988 as
“information or an opinion about an identified individual, or an individual who is reasonably
identifiable”. The Office of the Australian Information Commissioner (OAIC) provides further
explanation of this definition.

It is the policy of Seer Data that all Datasets (Aggregate and URL) hosted in the Seer Data Platform
must not contain PII. This is reflected in our Terms of Service. Customers are responsible for adhering
to this policy. Seer Data does not actively assess customers’ Datasets to identify Pll, nor does Seer Data
warrant that any Dataset does not contain Pll. Seer Data assists Organisations to process their Datasets
to remove Pll data if requested. Seer Data does not warrant that processed Datasets do not contain PII.
For details of the Seer Data Terms of Service refer to https://seerdata.ai/terms-of-service/.

Organisations have differing privacy protection requirements for the data they collect and hold, which
typically reflect both the nature of the data and of their organisation. Seer Data provides a range of
tools and options for customising the flow of data into and out of the Seer Data Platform that are
designed to enable customers with many different privacy and governance requirements to have
confidence that privacy is protected when using Seer Data. These tools and options are represented
on the following diagram illustrating the paths that data can take into the Seer Data Platform, and
points at which privacy protection is implemented:
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Data Flow diagram
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In this Data Flow diagram, URL and/or Aggregate Datasets are created by the Custodian. A URL
Dataset can be generated from (or identified as) a Domain Data Product within the Custodian’s Data
Mesh architecture. This URL Dataset can be transferred to and hosted in the Seer Data Platform (top of
diagram). The Seer Data Platform has a quick and easy tool to de-identify data before it is ingested.

Alternatively, the Custodian can Aggregate this URL Dataset within their systems and apply their own
privacy protection measures, if applicable, to that Aggregate data. The Aggregate Dataset can then be
transferred to and hosted in the Seer Data Platform (bottom of diagram). Seer Data has automated this
pathway for data into the Seer Data Platform to allow community organisations to receive regular
contributions of Aggregate data from partner organisations for data-driven collective impact.

Aggregate Datasets

Hosting Aggregate data in the Seer Data Platform, rather than URL data, allows data custodians to
prepare and process aggregations in such a way that the Aggregate data then hosted with Seer Data
satisfies the requirements of the Custodian for release to those individuals or groups that are the
intended consumers of that information.

There are several ways in which Aggregate data can be treated such as combining categories,
suppression, rounding, and perturbation. These techniques are described in detail the Australian
Bureau of Statistics (ABS) in this article https://www.abs.gov.au/about/data-services/data-
confidentiality-guide/treating-aggregate-data.

These privacy protection techniques can be applied to Aggregate data as illustrated in the bottom left
quadrant of the Data Flow diagram before that Aggregate data is transferred to the Seer Data Platform
for hosting.
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When the Aggregate Dataset is queried in Seer Data, the stored Aggregate values, that have had
privacy protection measures applied by the Custodian, are returned to the User as query results
(bottom right of the Data Flow diagram).

URL Datasets

Hosting URL Datasets in the Seer Data Platform has the advantage of more easily enabling a much
broader range of possible queries to be made of that Dataset. Hosting URL Datasets is, however, not
suitable where all possible query results should be pre-approved for release to the intended recipients
of the information.

Seer Data offers Custodians of URL Datasets quick and easy de-identification measures as a privacy
protection feature applicable to URL Datasets. This feature is applied by Custodians prior to uploading
the data to Seer Data Platform.

When the URL Dataset is queried in the Seer Data Platform, the URL data is analysed in real-time and
the results presented to the user as query results (top right of the Data Flow diagram).

Trust and Safety

Whether considering sharing Aggregate or URL Datasets, it is always important to consider the
sensitivity of the data, and the relationship of the Custodian to the recipient of the access grant. The
ABS has published on the “Five Safes” framework which provides a structure for assessing and
managing the risk of data sharing that is appropriate to the intended data use and has been adopted
by ABS, several other Australian government agencies as well as national statistical organisations such
as the Office of National Statistics (UK) and Statistics New Zealand.

The Five Safes framework describes the consideration of the following factors:

People

The recipient should be deemed suitable by the Custodian to obtain access to the data. This may
involve requiring suitable qualification of the recipient, and that the recipient is bound by an
agreement describing what they are and are not permitted to do with the data.

Projects

The reason for sharing should be considered by the Custodian. Sharing should not be undertaken if
the reason for sharing the data, or the purpose that the recipient intends for it, is considered unethical.

Settings

The access environment should be deemed suitable by the Custodian for its security and governance
features. The Seer Data Platform can be used to implement a variety of governance frameworks as
described in this document to prevent unauthorised access and use. For technical security details of
the Seer Data Platform, refer to the accompanying document Seer Data Architecture & Security.

Data

The data should be deemed by the Custodian to have been processed, including application of
privacy protection measures, such that it is considered safe to share within the context in which it is
being shared.

Outputs

The results of analysis should preserve the privacy of individuals represented in the data. Whether
Aggregate or URL Datasets are used, the query results should be deemed by the Custodian to
appropriately preserve the privacy of individuals.
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These principles are described in detail by the ABS in this article: https://www.abs.gov.au/about/data-
services/data-confidentiality-guide/five-safes-framework.

Data Custodians should always carefully consider the potential risks of sharing data and should reach
out to suitably qualified authorities for guidance and assistance.

Glossary of terms
Concept

Aggregate and Unit Record Level (URL) Data

Datasets

Insights

Seer Data & Analytics

Definition

Aggregate Data is information that is comprised
of statistics summarising an underlying set of
Unit Records. The collection of Unit Records are
Unit Record Level (URL) Data.

For example, the values representing the
number of people who live in a certain area or
belong to certain demographics is Aggregate
Data, while the individual records describing
each person and their location and
demographic information are Unit Records.

Pivot Tables, Contingency Tables, and Cross
Tabulations are all common formats for
presenting Aggregate Data.

Datasets are collections of data in the Seer Data
Platform. Each Dataset belongs to one (and only
one) Organisation.

Access in full or in part to a Dataset for Discovery
and Querying is administrated by the Owner of
the Organisation to which the Dataset belongs.

Datasets that Seer Data makes available to all
Users are "Open Datasets”, while Datasets that
belong to Organisations who administrate
access to them are “Private Datasets”.

An Insight is a document in Seer Data which
presents data, Queried from a Dataset, in the
form of a Table and Chart(s), as well as space for
observations and storytelling. Insights are saved
in Suitcases.

(02) 5604 4049
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Concept

Open Data &
Open Data Library

Organisation

Partners

Seer Data & Analytics

Definition

Open Data is data that is in the public domain.
Seer Data ingests a variety of Open Datasets into
the Seer Data Platform and makes these
available for the benefit of all Seer Data Users for
free. The Seer Data Open Data Library contains
more than 30 Open Datasets.

An Organisation in the Seer Data Platform is one
or more Seer Data Users organised as a group.
Seer Data Users can be members of more than
one Organisation.

Each Dataset in the Seer Data Platform belongs
to an Organisation, so the Organisation is the
Custodian of the Dataset in Seer Data (the
Custodian Organisation).

Each Organisation has one (and only one) User
who is the Owner of the Organisation. The
Organisation Owner is responsible for
administrating members and assets such as
Datasets.

Organisations can also have Administrator Users
designated by the Owner who are able to assist
the Owner in administrating the Organisation.

Organisations can agree to Partnership in the
Seer Data Platform. This enables these
Organisations to grant access to discover and
query their Private Datasets, as well as share
Suitcases.
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Concept

Personally Identifiable Information (PIl)

Private Data

Querying Datasets

Seer Data API

Definition

Under Australian law, Personally Identifying
Information (Pll) is defined under the Privacy Act
1988 as “information or an opinion about an
identified individual, or an individual who is
reasonably identifiable”. The Office of the
Australian Information Commissioner (OAIC)
provides commentary and expansion on this
definition.

It is the policy of Seer Data that all Data
(Aggregate and Unit Record Level) hosted in the
Seer Data Platform does not contain PII.

Seer Datta assists Organisations to process their
data to remove Pl data and protect privacy prior
to uploading their data to Seer Data.

Private Data is any data hosted with Seer Data
that belongs to an Organisation (the Custodian
Organisation) and is available in full or in part
only to those Users or Organisations that the
Custodian Organisation designates.

Datasets are available to be Queried in the Seer
Data platform by selecting and arranging
available Variables and Categories into a Query
which describes a request for data from the Seer
Data Platform.

The Seer Data Application Programming
Interface (API) provides an alternative means for
interfacing with the Seer Data Platform. The Seer
Data API can be used to import data and related
content directly from Seer Data into third party
software environments.

Users are required to Authenticate through the
Seer Data Platform before accessing the Seer
Data APl and can only access Datasets and
Content through the Seer Data API that they
would have access to through the Seer Data
Platform web application.
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Concept Definition

Sharing Private Data Private Data can be shared through the Seer
Data Platform. Private Data can only be shared
between Partner Organisations.

Access to Private Data can be granted to
individual Users or to whole Organisations.
Access can be granted to the whole Dataset, or
to parts of the Dataset based on Variables and
Categories specified by the Owner of the
Custodian Organisation.

Suitcase A Suitcase is a space within the Seer Data
Platform for saving Insights and collaborating
with other Users. Suitcases can contain other
Suitcases, creating a tree structure. Each
Suitcase belongs to one (and only one) User, the
Owner of the Suitcase. The Owner of a Suitcase
is also the Owner of all content inside it,
including Suitcases and Insights.

Suitcase Sharing The Owner of a Suitcase can grant Full Access,
Read Only, or No Access to the Suitcase to other
Users in their Organisation or Partner
Organisations. If a User is granted access to a
Suitcase, that User will have the same level of
access or greater to all Suitcases within it.

Suitcase Owners can also publish the Suitcase
with a Public Link, which allows non-Users to
view the Suitcase content as Read Only.

User Identification & Authentication To access the Seer Data Platform, Users are
identified by email address and authenticated
using a one-time passcode which is sent to the
user's verified email address.

Organisations that have Multi-Factor
Authentication (MFA) enabled additionally
require users to enter their user password.

User/ A User is a person with access to the Seer Data
Member User Platform at any subscription level. Individuals
accessing Suitcases published with Public Links
do not need to be Users.
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The Seer Data Platform is continually enhanced and updated with new features to meet customer needs,
requiring amendment of this and other referenced documents. Seer Data & Analytics (Seer Data) reserves the
right to alter this document and other referenced documents without notice from time to time and at its sole

discretion. Seer Data makes commercially reasonable efforts to ensure that the information in this document is
accurate and up to date, but errors may occur.
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